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Gaussian Sampling and KL-Divergence



A signature scheme: GGH/NTRUSign [GGH, HHP*]

Figure : Only one possible signature

How to sign m with a short basis B of a lattice A D gZ":
H(m) % Z7
Sign(m) < a point v € A s.t. |[v— H(m)]| is small



What GGH/NTRUSign does

Figure : Only one possible signature

H(m) «% Z7
Let & be the fundamental parallelepiped of B centered over H(m)
Sign(m) < &N A



Information leakage in GGH/NTRUSign

Figure : Distribution of the H(m;) — sign(m;)

m One can recover the short base [NR]
m Countermeasures are ineffective [DNb]



Solution: randomize the signature! [GPV]
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Figure : Gaussian Sampling: several possible signatures

m No more information leakage [GPV]



Solution: randomize the signature! [GPV]
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Figure : Gaussian Sampling: several possible signatures

m No more information leakage [GPV]
m The larger the standard deviation o, the looser the security
m If o is too small, the simulated gaussian leaks the basis again



Distinguishing two distributions

q queries q queries
ALGORITHM ALGORITHM
q answers q answers

Oor1l Oor1l

Figure : Are P and Q indistinguishable?
In our case, P = perfect Gaussian, Q = simulated Gaussian from [GPV]



Distinguishing two distributions

q queries q queries
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q answers q answers
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Figure : Are P and Q indistinguishable?
In our case, P = perfect Gaussian, Q = simulated Gaussian from [GPV]

Let the algorithm A" do at most q queries to P and output a bit. Let x (resp.
y) be the probability that A" (resp. A2) outputs 1.

m If SD(P, Q) <4, then [x — y| < g
= If Di(P||Q) <0, then |x —y| < 3v/q3 [PDG]

= We can replace Statistical Distance with KL-Divergence.

<
<




Statistical Distance or KL-Divergence?
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A(P, Q) < Dkr(P|Q)
Fig



Statistical Distance or KL-Divergence?

%

A(P,Q) < Dkr(P[Q) A(P, Q) > Dkrn(PlQ)

Figure : The “best” measure depends on the distributions

Let P the perfect Gaussian of st. dev. o, Q the output of the Gaussian Sampler.
[GPV, DNa] —Ifo > >""2 ||B|| then SD(P, Q) <272

Our results — If o> \/ An2 . then Dk, (P]|Q) < 27
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Practical impact of KL-Divergence

LT .
With statistical distance With KL-Divergence

Figure : Sizes of the signatures

m Smaller signatures

m Gain for free!

11 /21



An IBE scheme over NTRU lattices
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From a signature scheme to an IBE scheme

Keygen:

g G
SK + {f F

},PK<— h
Where f + G — g+ F=qgand h=g*f~! mod g (NTRU basis)
Sign:

t+ H(m)

Sign(m) = {zj st. ss+sxh=t
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From a signature scheme to an IBE scheme

Setup:

g G
MSK «+ {f F}MPK(—h

Where f + G — g+ F=qgand h=g*f~! mod g (NTRU basis)
Extract:

t < H(id)

SKiy = |:Sl} st. sy +sxh=1t
52
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Where f + G — g+ F=qgand h=g*f~! mod g (NTRU basis)
Extract:

t < H(id)
SKiy = |:Sl} st. sy +sxh=1t
52

[LPR] Encrypt:

u <+ rxh 4+ e

V o+ rxt + e + [I]-b
[LPR] Decrypt:

v—uxsy =|2/.b 4+ e +trxs—e x5
2 2

|[loc small
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Optimal NTRU bases

Which NTRU lattices should we use for signature (or IBE)?

(F,6)

(f.g)

NTRUEncrypt
II(f, g)|| minimal



Optimal NTRU bases

Which NTRU lattices should we use for signature (or IBE)?

(F.G)
(F.G)
(f.8) /(ﬁg;
NTRUEncrypt Our paper

I(f, &)l minimal I(f, )l = 1.17/q



Optimal NTRU bases

Which NTRU lattices should we use for signature (or IBE)?

B ——
o o> /528
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NTRUEncrypt Our paper
(£, &)l minimal I(f, g)ll = 1.17\/q

|, where B is the Gram-Schmidt orthogonalization of B

B = maxg g [|bi

For NTRU lattices, B ~ max(||(, &), (:F4)



Optimal NTRU bases

Which NTRU lattices should we use for signature (or IBE)?

B ——
o o> /528

18|

NTRUEncrypt Our paper
(£, &)l minimal I(f, g)ll = 1.17\/q

|, where B is the Gram-Schmidt orthogonalization of B

|IB|| = maxg . 1bi
For NTRU lattices, ||B|| ~ f,g)||, &170a

or attices, ||B|| = max([|(f, &)ll, ji7gy1)
= ||B|| is minimal for ||(f, g)|| ~ 1.17,/q

15 /21



Optimal NTRU bases

Which NTRU lattices should we use for signature (or IBE)?

|B B — -
B 1B 02% A2l7r22.HBH
NTRUEncrypt Our paper [SS]
I(f, &)l| minimal I(f,g)ll =~ 1.17/q I(f, )l = 2nyq

B is the Gram-Schmidt orthogonalization of B

. S0 (1.17)%q
For NTRU lattices, ||B|| = max(||(f, &)l m)
= ||B|| is minimal for ||(f,g)| ~ 1.17\/g
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KL-Divergence + optimal NTRU bases

Let P the perfect Discrete Gaussian, Q the output of the Gaussian Sampler.
[GPV, DNa] — If o > /22 |B|, then SD(P, Q) <27

272

Our results —Ifo > % ’\2';22 -1.17./q, then Dy (P||Q) <27
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Implementation and comparison with a pairing-based IBE

| Scheme || This paper | BF-192 |

Parameters 2n = 2048 log p = 640

q =~ 2% | klogp = 7680
User Key 27 kbits 0.62 kbits
Ciphertexts 30 kbits 15 kbits
Extract 32.7 ms 3.3 ms
Encrypt 0.033 ms 38.7 ms
Decrypt 0.012 ms 32.7 ms

Implementation! in C++ with NFL1ib? [ABFK].
Comparison with Boneh-Franklin (implementation by [Gui]) for A = 192.

IMaterial: Intel Core i5-3210M 2.5GHz and 6GB RAM
2NTT-based Fast Lattice library (only for Encrypt, Decrypt)

17 /21



Implementation and comparison with a pairing-based IBE

| Scheme || This paper BF-192
Parameters 2n = 2048 log p = 640
q =~ 2% | klogp = 7680

User Key 27 kbits 0.62 kbits
Ciphertexts 30 kbits 15 kbits
Extract 32.7 ms 3.3 ms
Encrypt 0.033 ms 38.7 ms
Decrypt 0.012 ms 32.7 ms

For 192 bits of security:
m Extract: 10x slower
m Encrypt: 1200 x faster
m Decrypt: 2700 x faster
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Implementation and comparison with a pairing-based IBE

| Scheme || This paper BF-128
Parameters 2n = 2048 log p = 256
q =~ 2%" | klogp = 3072

User Key 27 kbits 0.25 kbits
Ciphertexts 30 kbits 3 kbits
Extract 32.7 ms 0.52 ms
Encrypt 0.033 ms 7.21 ms
Decrypt 0.012 ms 4.78 ms

192 bits of security for us, 128 for Boneh-Franklin:
m Extract: 60x slower
m Encrypt: 200 x faster
m Decrypt: 400 x faster
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Thank you! Any questions?

ePrint: http://eprint.iacr.org/2014/794
Article and slides: http://www.di.ens.fr/~prest/
Implementation: https://github.com/tprest/Lattice-IBE/

Contact: 1ducas[at]eng.ucsd.eduy,
vadim.lyubashevsky[at]inria.fr, thomas.prest[at]ens.fr



http://eprint.iacr.org/2014/794
http://www.di.ens.fr/~prest/
https://github.com/tprest/Lattice-IBE/
lducas[at]eng.ucsd.edu
vadim.lyubashevsky[at]inria.fr
thomas.prest[at]ens.fr
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